REF ID : A62839 



% 



1 HT RQ DUC T ICW TO CRYPTOLOGY VI 



Confid e nt i al - 



Declassified and approved for release by NSA on 12-18-2013 pursuant to E.O. 13523 



REF ID : A62839 



XHTRQDUCTXON TO CRYPTOLOGY - VL. 

. fctj IJP^WILIJAM F. FRZEEMMf 



This lecture, the sixth and last In this series, deals with c 



riod from the end of World. war I to the end of World War IX (Unclassified 




communications intelligence (CGMXKE) but also because .al 



not as spectacular as CCMIOT./CGKSEC^^ analysis A/ls really more vital 



to national Security thaa CCMXRT 



the roldNfchat COURT Oar "Magic* V elated not only in 



s /^dtijraeteck on FearVjIarbor butvfcl!^ 



nqr is ’there 
srttiin the nans 




add to 



of xnf annatl 
You will recall that in 



- -i-J J- M -m m m _ V. J Jt.sV.JI_ S-L 



the first lecture X called to your attention an article which appeared awt etaieh was 

■<*x 

based upon a letter^ the late General George C. Marshall, then Chief of Staff of the 

Amy, wrote to Governor Thomas E. Dewey, Republican candidate for President in the 

a. ^Kcfev\j*- iUed Hbth&y oJ**f**fr 

194k election campaign.^ In that letter^ which was written an 27 Sept. 1944, General 

Marshall practically begged Governor Dewey to say nothing during the campaign about 

a certain piece of very vital Information which General Marshall had reason to believe 



rpr. 
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Ibis, the sixth sad final lecture in this series on the history of 
cryptology -will he derated to a presentation of events and developments of 
significance or importance in that history from the end of World War X to the 



end of World War XX. 



it would he entirely too ambitious a project even to attempt to ecmojresB 
within a lecture of only 50 minutes all that should or could be told in that 
segment of our history of cryptdojy. In a nutshell, however, it can he said that the 
atost significant and important events and developments during that quarter of 
a century were directly concerned or connected with the advances node in the 



production of more complex mechanical, Slsotrical^and electronic cryptographic 

tfi-'&Z A. jt, Crf ^ cniA. CU*«, 

apparatus^ and with the conccndtaut advances in the production of more \ 

cnlvjt ^6 * j _ , 

sophisticated mechanical, electrical, and electrcnlc^apparatus fer. t h ^ , 

aranS*f«s e gath e m e ss ag e s produaed by-fc^* increasingly complex cryptographic 



machines. These two phases are inter-related because, to use a sort of simple 
analogy, cryptography and cryptanalysis represent the faces of a single 



coin 5 <wL<£^ 






would he nice if X could go fc-sbdf into detail in regard to these 



increasingly complex matters hut security considerations prevent ay doing so 



hac sa rt e ^t h»»eia^^ of^thgse j lT 6gtTn r es ^"vix,-' 



^irtaer lowest 



T 



ag e SSW 1 lo s wlhls v As to the advances in the devel op m en t and use of more 



£y\, vv'vfir*' 



sophisticated cry ptographic apparatus X will only note at this point a comment 
which General Ossr Bradley makes in his quiet hut very intersting hook entitled 
A Soldier *s Story i^/ 



Sew forks “&enry Holt and Co., 1951, page Vft- 
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Signal Corps off lean IDm to remind us that "althou#i Congress 
can make a general, It takes communications to make him a commander." 



It la 




amend General Bradley** re ma rk but this 



is how z wish he had warded It: 

Signal Corps officers like to rewind ns that "althou&i Congress 
can wake a general. It takes rapid and secure oomnmlftatloos to sake 
him a good ccnrasrtdsr - " ; - 



This will in fact he the keynote of this lecture. In other words, 
conatmlostloas security, or CCMSEC, will he its main theme and the one X wish 

to enphasize. 

But before coming to that pert of our history perfect a hit more attention 
must ha devoted to events and developments of eryptanalytic significance or 
importance during the period 1918 to 1946. By far the moat spectacular and 
interesting of these are the one which were sc fully and disastrously disclosed 
hy the various investigations conducted by the Amy and Navy very Secretly 
while world War IX was still in progfese^and both secretly and openly after the 
close of hostilities. The investigations were intended to ascertain why our _ 

Axtay and Wavy forces in Hawaii were caught hy surprise by the sneak attack on 
learl Harbor by the Japanese on the morning of 7 December 1^4/ They were also 
intended to ascertain and pin the blame on whoever was responsible for the debacle 
I don't think X should even attempt to give you jgy personal opinion on these 
complex quest lona, which were studied by seven different boards within the 



Services and finally by the Joint Congressional Committee on the Investigation 






of the P earl Harbor Attack . X mentioned the latter investigation in ay first 



lecture and now 



add to what Z then. said. The 



eonwttt a^pftMsheif Its 




began its work in Septenber 



1945 with secret hearings jbut on 70 days subsequent to 15 November 1945 up to and 



including 31 May 1945 open hearings were conducted, in the course of which some 
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15,000 paged of testimony were taken and a total of 183 exhibits received 

% XJU \<\4U CU— 

Incident to an axaataatioa of 43 witnesses. ff o wrtt te e put ou V-a-fjaal, 

k> aeeoBaa Mua set or ; 





legfiB to Fit r naiqpa>pm. l n 

vus*^> a, AW»<d^i. l 

SeT 1 ^ Report . there was ana by the Majesty (signed by six Democratic and two 






Republican members),, and ease by the Minority (signed by two Republican members), 



The Minority Report was not nearly as long as that of the Majority but it 



brought into focus certain troublesome points which still foam the subject of 

acrimonious discussions and writings vho believe the attack was "engineered** by 

A 

we'w «Wk GjdfytJbtik. 

*** )'Wfc?e fc U,, 

For anJ^^estlng fact fe that both the Majority and Minority 

Reports contain glowing tributes to the role played by COUNT before and during 

(. W tft l &e&.yuifiaj 2 - ■JtyWu-vygJL \JtJi . HS£. tSa. 4 ^ b, 5 »}j 

our participation in World War XX* Xn toy first Xecture A I presented a brief 9 " 



President Roosevelt^ c^JL u* Uja^A*u^x^ 

«-& /jutiJtst* Cgu^f^u^v c^vv-v^ c^.d»^=a^ /^a, Awg. aW. ^ 



extract in this regard taken from the Majority Report but here is what the 
Minority Report says an the subject 1 ^ 




6. Through the Army and Navy intelligence servloea e xtensive iafo wnatiaci 
was secured respecting Japanese vsr plans and deeign/T by intercepted ""”^ pj 
and decoded Japanese secret messages, which indicated the growing ' 

danger of war end increasingly after November 26 the isaoUtence of a 
Japanese attack. 

With extraordinary skill, seal, and watchfulness the intelligence 
services of the Army Signal Corps and Henry Office of Naval Communications 
broke Japanese codes and Intercepted messages between the Japanese 
Gtovemaaent and its spies and agents and ambassadors in all parts of the 
world and supplied the high authorities in Washington reliable secret 
information respecting Japanese designs, decisions, and operations at 
home, in the Whited States, and In other countries# Although there were 
delays in the translations of nany intercepts, the Intelligence services 
had furnished to those high authorities a large number of Japanese messages 
which clearly indicated tee growing resolve of tee Japanese Government 
on war before December ?, 194-1. 



^SSE 



„ _ , , ^T ec hni c al J « nrBal - y(¥ e d v ^ ,, d Bte)s ' gp oting - fr e m p ag e -B3D of 
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She Majority Report node five min rec«Bsandatinne, of which the second 
Is of special interest 



That there be a complete integration of Array and Savy intelligence 
agencies Is order to avoid the pitfalls of divided responsibility which - \ 
experience has made so abundantly apparent; that upon effecting a unified \ 
intelligence, officers be selected, for Intelligence voids who possess the 
background, penchant, and capacity for such work for an extended period i 
cf time in order that they may becoofr steeped In the ramifications and 
refinements of their field and employ this reservoir of knowledge in ; - 
evaluating material received. The assignment of an officer having an ] 
aptitude for such vork should not impede his progress nor affect his \ 
praaotions. Efficient intelligence services are Just as essential In time 
of peace as in war, and this branch of our armed services oust always 
be accorded the important role which it deserves. 

X assume that due note of this recommendation has been by the services 

bub how fir it has been possible and practicable to insure that the reeoomandaticgyk 



has been carded out or dll be X do not know. In this connection X think it 



nay be of interest to cite what the distinguished ccrraan&er whoa X have already 




mentioned. General Osar Bradley, has to say on this point : V 



In their intelligence activities at Allied Forces Headquarters, the 
British easily outstripped their American colleagues. She tedious years 
of prewar studies the British had devoted to areas throughout the world 
gave them a vast advantage which we never overcame, The American 
Amy* a long neglect of intelligence training was soon reflected by the 
Ineptness of our Initial undertakings. Far too many years in the p rep a ration 
of officers far c amend assignment a, we had overlooked the need for specialization 
In such activities as Intelligence. Xt is unrealistic to assume that every 
officer has the capacity and the inclination for field oaaaand. Many are 
uniquely qualified for staff Intelligence duties and indeed would prefer to 
denote their careers to those tasks. Yet instead of greening qualified officers 
for intelligence assignments, we rotated them through conventional duty tours, 
making correspondingly little use of their special talents. Misfits frequently 
found themselves assigned to intelligence duties. And in some stations 
G-2 become a dumping ground for officers HI suited to line eomaasd. X 
recall how wcrttpulously X avoided the branding that came with an intelligence 
assignment in my own career. Sad it not been for the uniquely qualified 
reservists who so capably filled so may of our intelligence Jobs throughout 
the war, the any would have found Itself badly pressed for competent 
intelligence personnel, 

save some of you pondered over the reason why an officer who reaches 



the highest level of coomand in an array, ours as well as in foreign armies, is 

called a "general officer” or' General”?] Xt is because 1ms is supposed to have 

o f Repo r t off - t h e Maj o ri t y. 

\W Op. cit ., page 33, 
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•bout everything connected eitfr military cperatIans»4®*4r<S* 



£ 6 \fcJLjL 



/ 

/ 'i 





-~>i' 



CoiaiMT jyJL Go s e - cl. ^» 0 i-£*lAi^w , v«LAr%§ 

gwt t ot lnDortant areu of •%> mil Iter unttw iri wittiii jMkji, J 



rn r"» * v « - 



C*U*^ r X. 



A , < ^ 

Ok&jC'jUL ’ &0»*a» .ujfcg ^&ftr j t»* £T i, » * A , — -~ ou^ W*JfcT pho 

grr ir u nh ran fcf brara rithnrt flriit h a nd nrn nrf nnrr In Win 



Jo i^ySlA^, C^rv^sL^uJtZ 'jfa Ja^IZAA, — OUC "&&W m.A.^0. 1 ^^ 

t— fwf • • » • wH w i i j^iwjrintumggiMr T ^ 

f Um ^jjjudCfe C&v fr^st^vJhjrvub 



of cryptology as applied la modern 




U. 1 rtfc. 

But let us leere tfamme speculations^ interesting as they may be, sad v 

1 dL^*>f&-cajk*<<b 4 / l** j 

continue vith our history^ Let us first dispose of certain comments in the 



COURT srefejof that history 3 ^A >**» ^ \rurtsL. f^A/ CoF^+f 

(^v" >Vl ++U , ,l ) 'tf+JfrK , W* ^ - *** JMLJ+ &** 

Ci&'o^M- H*^W- JZruf' aQso «— Ma~ >'^ m ® > 

O^ouy ^ J ^ ^ 

^ ^ ^L** 3 Ka. . 
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bad become known to Governor Dewey, it having been "leaked" to bin by persona not 

t , 

authorized to disclose it. The information dealt with the fact that the U. S. bad 






been reading Japanese codes and cipher even before the attack on Pearl Harbor. The 



vital point which General Marshall wanted to convey to Governor Dewey was that not 



only was the information which had surreptitously been given to Governor Dewey true 

but more Important were the nets that (l) the war was still in progress; (2) the 

A ^ 

Japanese were still using certain of the pre-Pearl Harbor cryptosystems; and ( 3 ) 

■1 1 

the U. S. was still reading the secret communications in these systems aa well aa 
certain other enemy communications. Therefore, it was vital that Governor Dewey 



not use the information which had came into his possession as to our reading Jap- 



anese secret ceummlcatlcus prior to the attack on Pearl Harbor. I said in that 



✓ 



first lecture that 1 might later give further extracts from T3ME*s account and, Jo 
contim^ng the extracts^. 







9 mf llmr - fir s t lec ttoa, here 



they are; 




f 

( 




/General Marshall had a long series of bad moments after U. 3. 
flyers, shoving a auspicious amount of foresight, shot down Admiral 
Xamaoto's plane at Bougainville In 19^3- Gossip rustled through the 
Pacific and into Washington cocktail parties; General Marshall got to 
the point of asking the -FBI to find an officer 4vho could be made an 
example of.**" (The FBI, fearful of looking like a Gestapo, refused). / 

Once a decoder was caught in Boston trying to sell the secret. 

Once, well-meaning agents of the Office of Strategic Services ransacked 
the Japanese Embassy in Lisbon, whereupon the Japs adopted a new code 
far military attaches . This code remained unbroken more than a year 
later'! 2 ' The worst scare of all came during the 1944 presidential campaign, 
when George Marshall heard tba£ Thomas E. .Dewey knew the secret and 
might refer to it in speeches?- ’ 

Tet for all these feere, the Jape never discovered that the 0.’ S. 
was decoding their messages . Even after the surrender, the Army still 
used Magic as a guide to occupation moves; though it had once been planed 
to send a whole army into Korea, Magic showed that a single regiment 
would be enough. 

SECRET KEPT 






The letter, on stationery of the Chief of Staff's Office, bore a bold 
heeding: TOP SECRET, FOR MR. LEWET'S EXES CELT. Candidate Thornes E. Dewey, 
his curiosity piqued, read rapidly through the first two paragraphs: 



— — W.FFT 



N 



ff> 






vs- 
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am writing you without the .knowledge of any other 
person except Admiral King (who concurs) because weaxw 
a ppro aching a ’gave dilemma in the political resetions of 
Soo^ress regarding Pearl Harbor. 

Wha t I h ave to tell you below is of such a highly 
secret' nature that 1 feel compelled to ask you either to 
acce pt I t on the basis of your not comBnmldating its con- 
tents to any "other person and returning this letter or not / 
reading any further and returning the letter to the bearer. 




Tam Dewey looked up from the typewritten page* As he did the word 
cryptograph, a few paragraphs below, flashed into his vision like a red 
traffic light. He made his decision quickly, folded the letter, handed 
it back. Colonel Carter W. Clarke (in mufti), who bad flown from Wash- 
ington to Tulsa to catch up with Tom Dewey's campaign, went back, hie ^ 

mission uncompleted / a. 

"YOU HAVE MY WORD." It was September 1944. The campaign train ** 

rolled up through the Midwest, returned to Albany. A few days later 
Tom Dewey received another visit from Colonel ClarkeSw 






u>“ 



<£ 






Ur 

y 



i/ 



The Colonel, again in civilian clothes banded over another letter 
from General Marshall. The General had changed his mind somewhat: 

am jjgite willing to have you read What comes here- 
after with the understanding that you are bound not" to com- 
municate to any other person any portions on which you do 
'not now have or later receive factual knowledge from seme 
other source than myself . . . You have my word that neither 
tbs Secretary of Mar nor the President has any Intimation 
whatsoever that such a letter has been addressed to you. ^..T^ 



LOCKED FIXE. This time Tom Dewey read on. As he turned the 
pages, be became the first mam outside the high command to know the 
full story of "Magic" and what it was accomplishing in the Mar against 
the Jbm The letter closed with a pdas: 

presenting this matter to you, far your secret 
information. In the hope that you will see your way clear 
£o"aroid the tragic results with which we are now threatened 
in the present political campaign.'"' — 

Tan Dewey locked the letter in his files, went back to his election- 
eering. Though he had known before that the U. S. had cracked the Jap 
code, had suspected that this Information cast grave doubts on Franklin 
Roosevelt *a role before Pearl Harbor, be held his tongue. The War Depart- 
ment's most valuable secret was kept out of the campaign. 

MEETING AT A FUNERAL. Recounting this story at the Pearl Harbor hear- 
ing last week. General Marshall recalled that he and Tom Dewey never dis- 
cussed the matter in person until they met at Franklin Boose vs It's funeral 
last April; "I asked Mr. Dewey to come with me to the Mar Department and 
I showed him current Magic showing Japanese movements . Hla attitude was 
friendly and graaious^*" 

Had Marshall ever told Franklin Roosevelt of the letters to Dewey? 
Said Marshall: '*Ehe President died without knowledge of it."* 



SECRET LOST 






The Pearl Harbor Conolttee blithely tossed away one still -secret U. 3. 
weapon. George Marshall's letters to Governor Dewey fafu/Btbmgfa 
mentioned that the U. S., with the help of the British, had decoded German 
ae well as Japanese massages* George Marshall begged the Committee to cut 
out these references . The Coualttee refused. 



Publication of the letters thus gave the Germans their first knowledge 
that their code had been broken. It was also a breach of diplomatic confi- 
dence with the British, who had let the U. S. in on the secret on the under- 
standing that it would be kept. 

*“(— ± V'.’vtfev* v "| '&*"'• ** » t 

-'Co JUe. rfoCfcAf-sfj-* ’4 i — - U.J. *< .f” i ^ O , 

' C- 

.-3- 
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The Marshall-Devey corre a pondence is bo important in cryptologic history that 
I feel that the vhole of it should be included even in this brief history. When 



y the letter was written it was, of course, TOP BBCRE^aad it was only under great 



✓ 



/ 



/ 



iyiew 

pressure J yf certain members of the Joint Congressional Committee 



sttsMMhsSMM 



that General Marshall revealed contents, of 






Thm^ j b h e let t e r came into the public domain not only on the very day 



✓ that General Munfa.ll to flue it in evidence - 



caused a greaSpaen- 



y 



eatlon In the newspapers - but also when the 40 volumes of the Hearings of that 



Committee were published .J^s^iitlMM»Mg^e#^w^taBMtee and put on sale by the Super- 
intendent of Dociuents of the Go v er n ment Printing Office. The disclosure of the 



contents of the Marshall-Devey correspondence was Indeed such a sensation that 
LIFE magazine printed the whole of It in its issue of 17 December, 1945 > with the 



following introduction! 



•"&RSBALL-DEWEY LETTERS*”" 



GENERAL TOID CANDIDATE HE BAD BROKEN JAP CODE 




During the 1944 election campaign General George C. Marshall 
wrote two letters to Republican Candidate Thomas E. Dewey, telling 
him that Army cryptographers had broken the Japanese "ultra” code. 
This fleet was first revealed in a story by LIFE Editor, John Chamber- 
lain, which appeared In LIFE, Sept. 24. Marshall's purpose, Chamber- 
lain wrote, was to foq&tall Dewey's revelation of that fact in a pos- 
sible attack on the Roosevelt administration's Japanese policy before 
Pearl Harbor. The actual text of the letters remained secret until 
last week, when General Marshall appeared before the Congressional 
Committee Investigating Pearl Harbor and mode the letters public. 
They appear below. 






J 



When he hid finished reading the first two paragraphs of the 
first letter, Governor Dewey stopped because, aa the Chamberlain 
article reposted, "the letter might possibly contain material which 
had already come from other sources, and that anyway, a candidate 
for President was in no position to make blind promisee." General 
Marshall sent the letter back again with an introduction which re- 
lieved the governor of binding conditions . This time Dewey read the 
letter and after much thought and discussion decided not to make use 
during the campaign of any information be previously bad. 






So far as I am aware It has neither been ascertained nor disclosed, if known, who 
gave Governor Dewey the Information. But it is a fact that as s patriotic citizen, 
he acceded to General Marshall's request - he made no use whatever of the vital secret 
Information during the campaign or after It. TIME'S account specifically states that 
Dewey "held his tongue. The War Department's most valuable secret was kept out of the 
campaign." in ^■4'^**'. — 



- 4 - 
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FIRST LETTER 
TOT ODOIlEr 

(FOR MR. DEWET "S EYES ONLY) 

25 September I 9 W+ 



My Dear Governor; 

I am writing you without the knowledge of any other person ex* 
cept Admiral King (who concurs ) because we are approaching a grave 
dilemma In the political reactions of Congress regarding Pearl Harbor. 

What I have to tell you below is of such a highly secret nature 
that I feel compelled to ask you either to accept it on the basis of 
your not communicating Its contents to any other person and returning 
the letter or nob reading any further and returning the letter to the 
bearer. 



I should have preferred to talk to you in person but I could not 
devise a method that would not be subject to press and radio reactions 
as to why the Chief of Staff of the Army would be seeking an interview 
with you at this particular moment. Therefore, I have turned to the 
method of this letter, to be delivered by hand to you by Colonel Carter 
Clarke who has charge of the most secret documents of the War and Wavy 
Departments . 

In brief, the military dilemma resulting from Congressional polit- 
ical battles of the political campaign is this: 

The most vital evidence in the Pearl Harbor matter consists of 
our intercepts of the Japanese diplomatic oasmunications . Over a per- 
iod of years our cryptograph people analyzed the character of the mach- 
ine the Japanese are using for encoding their diplomatic messages. 

Based an this, a corresponding machine was built by us which deciphers 
their messages. 

Therefore, we possessed a wealth of information regarding their 
moves in the Pacific which in turn was furnished the State Department - 
rather than, as is popularly supposed, the State Department providing 
vis with Information - but which unfortunately made no reference what- 
ever to intentions toward Hawaii until the last message before Dee. 7, 
which did not reach our hands until the following day, Dec. 8. 

Now the point to the present dilemma is that we have gone ahead 
with this business of deciphering their codes until we possess other 
codes, German as well as Japanese, but our main basis of information 
regarding Hitler’s intentions in Europe is obtained tram Baron Qghlma's 
messages from Berlin reporting bis interviews with Hitler and other 
officials to the Japanese Government. These are still in the codes 
Involved in the Pearl Harbor events. 



To explain further the critical nature of this set-up which 
would be wiped out almost in an instant if the least suspicion were 
aroused regarding it, the Battle of the Coral Sea was baaed on de- 
ciphered messages and therefore our few ships were in the right place 
at the right time. Further, we were able to concentrate on our limited 
forces to meet their advances on Midway whan otherwise we almost cer- 
tainly would have been same 3 >000 miles out of plsce'^' 

We bad full information of the strength of their forces in that 
advance and also of the smaller force directed against the Aleutians 
which finally landed troops cm Attu and Kiska. 

Operations in the Pacific cum largely guided by the information 
we obtain of Japanese deployments. We know their strength in various 
garrisons, the rations and other stores continuing available to them 
and whet is of vast importance, we check their fleet movements and 
the movements of their convoys. 



The heavy losses reported from time to time which they sustain 
by reason of our submarine action largely results from the fact that 
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we know the sailing dates and the routes of their convoys and can 
notify our subaarines to lie In wait at the proper point. 

The current raids by Admiral Halsey's carrier f Gross on Jap- 
anese shipping in Manila Bay and elsewhere were largely based in 
timing on the known movements of Japanese convoys, two of which were 
caught, as anticipated, In his destructive attacks. 

You will understand from the foregoing the utter tragic conse- 
quences If the present political debates regarding Pearl Harbor dis- 
close to the enemy, German of Jap, any suspicion of the vital sources 
of Information we now possess . 

The Roberts' report on Pearl Harbor had to have withdrawn from 
It all reference to this highly secret matter, therefore In portions 
it necessarily appeared Incomplete. The same reason which dictated 
that course is even more Important today because our sources have 
been greatly elaborated. 

As a further example of the delicacy of the situation, seme of 
Donovan's people (the OSS), without telling us, Instituted a secret 
search of the Japanese Embassy offices in Portugal. As a result 
the entire military attache' Japanese code all over the world was 
changed, and though this occurred over a year ago, we have not yet 
been able to break the new code and have thus lost this Invaluable 
information source, particularly regarding the European situation. 

A recent speech in Congress by Representative Harness would 
clearly suggest to the Japanese that we have been reading their a odes, 
though Mr. Harness and the American public would probably not draw 
any such conclusion. 

The conduct of General Elsenhower's campaign and of all oper- 
ations In the Pacific are closely related In conception and timing 
to the information we secretly obtain through these Intercepted 
codes. They contribute greatly to the victory and tremendously to 
the savings of American lives, both in the conduct of current opera- 
tions and in looking toward the early termination of the war. 

I am presenting this matter to you, for your secret Information, 

In the hope that you will see your way clear to avoid the tragic re- 
sults with which we are now threatened in the present political cam- 
paign. 1 might add that the recent action of Congress in requiring 
Army and Navy investigations for action before certain dates baa 
compelled me to bring back the corps commander, General Gerov, whose 
troops are fighting at Trier, to testify here while the Germane are 
counterattacking his forces there. This, however, Isa very minor 
matter compared to the loss of our code Information 

Please return this letter by bearer, I vill bold it in my 
secret file subject to your reference should you so desire. 

Faithfully yours, 

G. C. Marshall 

SECOND LETTER 
- TOr OBORHP - 

(KB MR. DEWEY'S EYES ONLY) 

27 September, 19^» 

Mr Dear Governor: 

Colonel Clar)L my messenger to you of yesterday. Sept. 26, has 
reported the result of his delivery of my letter dated Sept. 25* As 
I understand him you (A) were unwilling to commit yourself to any agree- 
ment regarding "not communicating its contents to any other person" in 
view of the fact that you felt you already knew certain of the things 

V~ ^ 9m. 
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probably already referred to In the letter, as suggested to you by 
seeing the vord "cryptograph," and (B) you could not feel that such 
a letter as this to a Presidential candidate could have been addressed 
to you by an officer in ay position vithout the knowledge of the Presi- 
dent. 



As to (A) above I am quite willing to have you read what cooes 
hereafter with the understanding that you are bound not to communi- 
cate to any other person any portions on which you do not now have 
or later receive factual knowledge from sobs other source than myself. 

As to (B) above you have my vord that neither the Secretary of Mar nor 
the President has any Intimation whatsoever that such a letter has been 
addressed to you or that the preparation or sending of such a communi- 
cation was being considered. 

I assure you that the only persons who saw or know of the existence 
of either this letter of my letter to you dated Sept. 25 are Admiral 
King, seven key officers responsible for security of military comunl- 
cations, and my secretary who typed these letters. 

1 am trying my best to make plain to you that this letter Is 
being addressed to you solely on my initiative, Admiral King having 
been consulted only after the letter was drafted, and I am persisting 
in the matter because the military hazards Involved are so serious 
that I feel some action is necessary to protect the Interests of our 
armed forces. 

(The second letter then repeated substantially the text of the 
first letter except for the first two paragraphs). 



LIFE flailed to note that the last two sentences in the penultimate paragraph 

-** * • t , , 

/ f . 

of the "First Letter” were omitted from that paragraph in the "Second Letter," but 



there is no explanation for the omission. Perhaps it was simply for the sake of 



brevity, but this seems improbable. 



In my first lecture 

icle gives 

credit to Army yeJrypt&ualysts for providing the secret communications intelligence 
"which enabled our Havy to win such spectacular battles as those of the Coral Sea 
and Midway, and to waylay Japanese convoys," - whereas the credit for the communi- 
cations intelligence which enabled our Kavy to win these battles was produced by 
Navy cryptanalysts. One cannot blame the editors of TIME for making such a bad 



I called attention to the fact that the account given in the TIME jfrt 



9^0 *tucm$L~. 

error because the source of the error can be traced directly to, Marshall's letter 



Itself. Several years ago 1 asked by friend Colonel Clark, who had carried General 

A 

Marshall's letter to Governor Dewey and who was at the time a high-level officer 






* 1 * 
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In G-2, how such an error bad crept Into General Marshall's letter, and was told 
that the letter which had been prepared for General Marshall's signature did not 

J 

neat with the General's whole-hearted approval and that the General hlaaelf had 

t 

modified It. Perhaps that Is tow the error to which 2 have referred crept into • 
$$ msrf* could hardly expect General Marshall to be entirely familiar with 
the technical cryptanalytlc details Involved in what he wanted to tell Governor 
Dewey, nor should one criticise him for not being able, in his very busy days and 
under very heavy pressure of events, to bear in mind or even to know about the dif- 

gerences between the enemy systems worked upon by the respective and separate Army 

* 

and Navy cryptanalytlc organisations. It Is of course possible. Indeed 

i.* 

pmh ah l a j t ha t eerttBBa OfllTTlT . ■■ m j wdl a c th e Mtwy a f the O er al P ea and -o f HU sa js 

MO OoW.lnK' CoM I rJT" 

tm we ll, am— Stw* Jaqpesaaaft naval operations .came from messages read by Army crypt - 

A. " A , 

analysts, and thistle what confused General Marshall ^ . «££ K*.. 




i»riod during 



Congressional 



vest igat Ion were made, disclosures which were disastrous so far as concerns the 



important accomplishments of the two services before and after the Pearl Barber 
attack in the field of communications Intelligence, 



JfWuciv/ 

baa been written 



and la now In the public domain regarding those accomplishments, but fortunately 
no technical details of significance have been disclosed. Hints here and there 
are In abundance In the many books and articles that have been published by U. S. 

Oui. 

writers since the end of World War II; but sore than hints of the great part played 

\ 

by COURT Is U. S. military and naval successes ere to be found in books and articles 



published by 



» w elt aa ' b y officers of the beaten Japanese, Ger- 



man, and Italian armed forces. Time does not permit citing in this lecture many 
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of these hints or definite statements , but the following two are of particular in- 
terest because they concern the Battle of Midway, which is considered the one which 
turned the war in the Pacific from a possible Japanese victory to one of ignominious 



defeat: 



3 3 

If Admiral Yamamoto and his staff A were vaguely disturbed by the 
persistent bad weather and by lack of information concerning the do- 
ings of the enemy, they would have been truly dismayed bad they known 
the actual enemy situation. Post •war American accounts make it clear 
that the United States Pacific Fleet knew of the Japanese plan to In- 
vade Midway even before our forces had sort led from home waters. As 
a result of some amazing achievements by American intelligence, the 
enemy had succeeded In breaking the principal code then in use by the 
Japanese Jtavy . In this way the enemy was able to learn of our, inten- 
tions almost as quickly as ve had determined them ourselves . v 
^ 

The distinguished American Rival historian, Profeasor Samdel E. 
Moris cm, characterizes the victory of United States forces at Midway 
as "a victory of intelligence." In this Judgment the author fully 
concurs, for It is beyond the slightest possibility of doubt that the 
advance discovery of the Japanese plan to attack was the foremost 
single and Immediate cause of Japan's defeat. Viewed from the Jap- 
anese side, this success of the enemy's intelligence translates Itself 
Into a failure on our part • a failure to take adequate precautions 
for guarding the secrecy at our plans. Had the secret of our Intent 
to invade Midway been concealed with the same thoroughness as the plan 
to attack Pearl Harbor, the outcome of this battle might veil have been 
different. But it was a victory of American intelligence in a much 
broader sense than Just this. Equally as important as the positive 
advancements of the enemy's intelligence on this oc casi on was the .j/ 
negatively bad and ineffective functioning of Japan ijQSf' intelligence?*' 



It is the second extract above which is of special Interest to us at the moment. 



and, in particular, the portion which refers to "the negatively bad and ineffective 

functioning Of Japanese intelligence. * ? The author Is, a bit too severe on 

A 

the Japanese intelligence organisation. I say this because their cryptanalysts were 
up against much more sophisticated cryptosystems than they Jams* or were qualified to 
solve. In fact, even if they bad been extremely adapt in cryptanalysis it would 



have been of no avail - U. S. high-level communications were protected by crypto — 



systems of very great security. 



Midway, The Battle that Doomed Japan : The Japanese Havy's Story. by Matsuo 

Fttcbida and Matasake Ckumiye , 1955 , PP • 131 and 232. V\a w 



%zjl, Mcvleow, ^ 

A * Jl 4_ 




■YW V?-> 



ST 
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This brings us to a phase of cryptology which la of highest importance * the 



phase which deals with communications security, or CCNSEC, and I shall confine my* 






self largely to its ^historical background in 



Armed Forces . The background 



is a very broad one because it should include the background of the developments of 



^ L> b)/ L*) 

each of the three components of CCMSBC ; tfryptosecrurity ^transmission security, and 



ft 



physical security of cryptomaterials. But since time is limited and because I think 
you would be more interested in the phases pertaining to cryptosecurity, I will omit “ft 



references to 



'h cr^1&*r 

the other two components^. Awl even in limiting the data 



0 



to cryptosecurity, I will have opportunity only to give some of the highlights of 



the development of the items that comprise our^ c r yp tcaater ials , omitting comments 
on the history of the development and lmprovemsnt of our techniques, procedures and 
practices, all of which are extremely Important. 



I shall begin the story with a definition which you will find in any good Eng- 
lish dictionary, a definition of the word "accident.’' You will get the point of 
what may seem to you right now to be merely another of my frequent digressions from 



the main theme, but if it be a digression I think you will nevertheless find it of 
Interest. The word "accident" in Webster’s Unabridged Dictionary is defined as 
follows i 



1. Literally, a befalling. 

a. An event that takes place without one’s foresight or expectation; 
an undesigned, sudden, and unexpected event. 

br Hence, often, an undesigned and unforeseen occurence of an afflictive 
or unfortunate character; a mishap resulting in injury to a person 
or damage to a thing; a casualty; as, to die by an accident. 



There are further definitions of the word but what I’ve given is sufficient for our 
purposes . But why define the word£ Want has it to do with CCMSEC ? 



During our participation in World War II .the President of the United States accom 

J / 
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i * * 

^ j Cl*+£ 

panied by many of his highest -leveltss is tants , journeyed several times ha If -way 

'*th* 



w ft" ~ »• 

around the world. He^ journeyed In safety -»j4wj met with Hr accident. ^On the other 
hand. In April 19^3, Admiral Isoroku Yamamoto, Commander in Chief of the Combined 

4a ft* 

Fleet of the Japanese^ Navy started out on what vas^ just an ordinary Inspection trip ? ' 
but it turned out to be a one-way trip for^ the Miui J a>! ^ -Mutest 1 j egwvBMWUBged- An % 

\jO&jo ju>tto /M U&aXbxX aXXcLck. VWj6e\" Wii wti^ uw F 

an official Japanese Navy comrauniquA stating that the Admiral had met a glorious end ' > 






_z 



while directing operations in a naval engagement against superior enemy forces. 



, i 



? 







Sjct we know that this was simply not true; Admiral Yamamoto "met with an acclden 
But some bright person ^lt was the late Jimmy Walker, when Mayor of New York City^-w j> ' 




who said that "accidents don't just happen - they are brought about." Ne$ sA 

/\ A r 

arww**Jt ' aovl 4 4“Uu_ w. oo-a*. ^ £ 

. Admiral Yamamoto did not die sisfp&ff by accident; he died because our Navy knew the h , 

A *,? 

r | \c~ 

schedule of his trip down to the^last detail so that it was possible to set up an 



ambush with high degree of 



success. Here is the story* as told in an inter- 



esting manner by Fleet Admiral William F. Halsey, U. S. N. } &A &*dL S<Ju4At 

I returned to NoumSa in time to sit in on an operation that 
was smaller but extremely gratifying. The Navy's code experts had 
hit a jack pot; they had discovered that Admiral Isoroku Yamamoto, 

The Commander in Chief of the Imperial Japanese Navy, was about to 
visit the Solomons, in fact, he was due to arrive at Ballale Is- 
land, Just south of Bougainville, precisely at 09^5 on April 18. 

Yamamoto, Who had conceived and proposed the Pearl Harbor attack, 
had also been widely quoted as saying that he was "looking forward 
to dictating peace in the White House at Washington." I believe 
that this statement was subsequently proved a canard, hut we accepted 
its authenticity then, and it was an additional reason for his being 
No. 3 on my private list of public enemies, closely trailing Hirohito 
and To jo. 

Eighteen P-38's of the Amy's 339th Fighter Squadron, based at 
Henderson Field, were assigned to make the interception over Buln, 

33 miles short of Ballale. Yamamoto's plane, a Betty, accompanied 
by another Betty and covered by six Zekes, hove in sight exactly on 
schedule, and Lt. Col. Thomas G. lamphier, Jr., dove on it and shot 
it down in flames. The otter Betty was also shot down for good mea- 
sure, plus ms of the Zekes. ... We bottled up the story, of course. 

One obvious reason was that we didn't want the Japs to know that we 





^i^Iy^^^' r s,St^ \ McGrav-HlIl, tew York, 19^7, pp. 155-157* 
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had broken their code. . . . Unfortunately, somebody took the 
story to Australia, whence it leaked into the papers, a nd no 
doubt eventually into Japan .... But the Jape evidently did 
not realise the implication any more than did the tattletale; ve 
continued to break their codes. 



Admiral Halsey*s Story contains a good many more instances of cryptologic 



significance and Interest to us. Other authors, both American and Japanese, cite 
similar Instances. One Japanese author states in categorical language that Japan 
was defeated because of poor CCMSBC on the part of the Japanese Navy and good CCMIKT 
on the part of the American Navy. 

But lest you get the impression that enemy intelligence agencies had no suc- 
cess at all with secret communications of U. 3. Armed Forces, let me tell you that 



they did have some success and in certain instances, very significant success. 

o' 

There is not time to go into this somewhat disappointing or dissillus^alng state- 
ment but I can say that as a general rule the successes were attributable not to 

)&Bj C O-AJL. 

technical weaknesses in U. S. cryptosystems but to their improper use^of certain 
low-level ones, by unskilled^ ^improperly or insufficiently trained cryptographic 
clerks. X may as well tell you right now that this .has been true far a great many 



years, far centuries as a matter of fact, because as long ago as the year 1605 



Francis Bacon, who wrote the first treatise In English on the subject of cryptology. 



This Arte of Cypher inge, hath for Relative, an Art of Pis cypher - 
inge ; by supposition unprofitable; but, as things are, of great use. 

/ For suppose that Cyphars were well manna ged, there bee Multitudes of 
them which exclude the Dlaypherer . But in re garde of the ravnesse 
and unsklllfulnesse of the handes , through which they passe, the 
greatest Matters, are many times carryed In the weakest Cyphars . 



When electrical and particularly radio transmission entered into the picture^ 



additional hazards to communications security had to be taken into account, but 



many commanders have failed to realize how much intelligence can he gained merely 
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from a study of the procedures used In transmission/ the direction and flow of 






1 









o<s> 



t"*' 



-•mnarnr aa&l nrs , the call signs of tbs transmitting and receiving stations, etc.. 



MAS. 



all without solving the communications even If they In cryptic form. Follow - 
ing are * i c s wgi s ^nt.e'et wBBSs from a document entitled German Operational Intelli- 



gence, published in April 19^6 by the German Military Document Section, a Combined 



British, Canadian, and U. S. Staff j 



%/ 



/ 









«ru- 



CLo^UrtV] 



/^Signal lntelligenee A wae a chief source of information in the 
German Army. In the eastern theater, where there was offensive 
warfare primarily, the signal intelligence service was well -organ- 
ized with well-defined purposes, efficient personnel, and adequate 
equipment . In the course of the campaign, it was reorganised to 
exploit to the fullest the success already experienced, and, by 
19 ^ 3 , there existed a complete and smoothly functioning machine 
sufficient to meet all demands f* - 

Most of their signal Intercept success cams from low echelon 
traffic. Armored and artillery radio nets passing operational traffic 
were followed closely and were one of the chief sources of signal 
intelligence. Artillery radio nets were given first coverage priority. 
Apart from messages Intercepted in code or In clear, signal procedure, 
peculiarities of transmitting, and characteristics of Allied radio 
operators provided enormous assistance In helping to evaluate signal 
Information. The Germans noticed that call signs were often the same 
for a unit over long periods and that even frequencies remained un- 
changed for weeks at a time. 9 ) 

Much tactically important Information was drags from the enemy 
Air Force lia l*<Sn net. Itytit assisted thab\M i*rfependent net served 

officers attached to tJJeQnsrious headmirfrters 
one bad been picked up and identified, 3,t 
used to $Mfce all othatstettaos over a cans idjafrable area, 
e traffic dealing with tar gats was J^tercefte^/^y 

Force upifti, and was sent tbrstfghxia£son cbajufels "bo Western 
Theater C^fenand. From here, m4 r a netvork^go^ag down toNl^visions, 
the information would be flashed to all Arw^rfOTis^ion head^tevrtera . 
Receiving sets at all levels, Including division, veiv tuned In con- 
tinually to this bi 




^gfesfc ^Importance of Signal Intelligence During the Normandy Invasion ; igSsSSGfy 



During the Invasion, the G-2s In the West drew shout 60 per cent 
of the operat locally Important Information from signal intelligence. 
The remaining UO percent was derived from all other fields of Intel- 
ligence. The amount of Information decreased during the months of 
mobile warfare. IXoring the retreat, although the possibilities of 
obtaining Information became less frequent, the amount of Information 
from signal intelligence remained high. Host of the information was 
deduced from the organization of enemy radio traffic networks, from 
decoded messages, and from the radio nets of the enemy Air Force lia- 
ison officers who were attached to ground troops. Based upon this 
information the evaluation center of signal intelligence often cape 
to conclusions which, at first, sounded hypothetical to the opera- 
tional command and were therefore doubted. In 90 percent of all these 
cases the events verified the signal Intelligence information so that 
eventually more credence was given to Its conclusions." 
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A great may examples of Intercepted a essages of tactical content are cited 
In the aforementioned document , vhlcb la replete with Information of deep Interest, 
although the document was originally Issued with the lowest security classification 
then In use (U. S. "Restricted" Jf British -Canadian "For official use only".) I wish 
there were time to quote at greater length from this useful brochure. 

Cooing directly now to the history of the development of our eryptona ter lain 
themselves, I hardly need reiterate what was pointed out in previous lectures as 
to the profound effect of the advances in the science and art of electrical ccuBun- 
lcatlons in the 20th Century. Those advances had a direct effect upon military 



communications and an indirect offset upon military cryptology. Hand-operated ciphers 



and, of course, codebooks became almost obaolete^wdCh the need faripeater^spead of 



cryptographic operations to match as much as possible the very great Increase in 



the speed of communications brought about by Inventions and imp rov e ments in electric 

jr£Lj~6 Aoovw/ . 



Aoovw/ . 

^telegraphy. The need for crypt ographlo apparatus and machlnea^beoane quite obvious J(nJC 
idr q^+JtXsL, vve^A jA&aJr- 






L CWjdta. /Lcrvv.*- yh» p*> Ijk^n y ***> «- '**-*-• ~ 

^ .. ^ . i 1 _ Wv 1/ A _ 0 









)u yf~y: ^ h ^*~** 
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, Until the advent of electronic cipher mahclnes most cryptographic apparatus 
./ and devices were built upas or around ^circular rotating members cipher 

s// wheels, cipher disks,, etc. . gho - r w y e arlie s t qf- els c the earliest, picture of 

/ A 7 

’ Cl <Ai2 aTlcjsl, 

/ y sueh^Mefee appears in a tra&tlae by an Italian cryptologist named Alberti whose 

\ ■ ~ 

Trattatl in Cifra was written in Bote about 1470* Zt is the oldest tract on 
cryptography the world now possesses. Here * s a photo of Alberti's dish (Fig* 6), 
but Z wontt take the tine to explain it except to say that the digits 1, 2, 3, 4 

fa CoJlH ^ow/rf 

y were used to encipher code groups and^that the letters of the cipher or 
v 

y revoking alphabet were In nixed order. In Porta's book, first published in 
1563 in Naples, there appear several cipher dlsks^amd' in the copy which was 
y given no as a gift by Colonel Fabyan they are A ln working condition. Here is a 
picture of one of them (Fig. 7)* Xu this version the device usee symbols as 
y cipher characters. And apparently nobody thought up anything much better for a long- s 

y y long time. Zt seems^in fact, that not only did nobody think anything new or even 



same i m prov e ments on the 



Alberti car Porte 



diaksbut 



those who did any 



thinking at all on the subject merely "invented" or "re-invented" the same thing 
again, and that happended repeatedly in successive generations. For instance, in 
Lecture No. 4 of this series you were shown a picture of the cipher disk "invented" 






by Major Albert Myer, the first Chief Signal Officer of the U, S. An^vwho 
obtained a patent on his invention in 1865. Here's a picture of the patented 
disk (Fig. 6) end the explanation of 4* (Fig. 9) • Ana if ( m viH. remember that 






signalmen of the Confederate Signal Corps mechanized the old Vigenere Square and 



put it out in the fora of a cylinder (see Figs. 13, 14 and 15 of Lecture Ho. ZV). 



The cipher disk used by the Signal Corps of the U. S. Amy during the decade 
1910 to 1920, that is, during the period including World War Z, was nothing but 
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/ 



white celluloid jshriation of the original Alberti disk of the vintage of 1470 



ty 



J (except that it was even simpler th^trita progenitor^ because in the latter the 



cipher alphabets produced were aired alphabets whereas, in the Signal Corps 
diakjthe cipher alphabets are staple reversed standard sequences. We all know 
that it generally takes a pretty long time to get a patent through the accrpleac 
workshops -.of the U. S. Patent Office, but in 1 924 the ancient device was 
patented in 1924 by S. H. Hunting* cay (Fig. 11 ). Here you can see a great 



taproveaent over the Signal Corps version— a blank is added to both sequences So 



o ^ woni. 



/ that the space between words could be enciphered. S^s-, as you have learned, la 



a fatal weakness if seen in the cipher text; in the Huntington device the spaces 
between words would be enciphered but the cipher text would have space signs, 
although ■ftiey would not correspond to the actual spaces between words in the plain 






■O 5 ’ /i Jlsdt'' KruJr V'-frfc S* Ao/k*£i»t<*Cc^L 

It is interesting to note that (in Austria) in 1936, during the days when the 



text 



German National Socialists were banned as an organization^ the Nazis used this 



/ 



Variation of the old disk*- it had the 10 digits on both the outer and the Inner 



sequences for enciphering digits (Fig. 12). 



She first significant taproveaent on the old cipher disk was that made by 



Sir Charles Wheatstone, who ^inv^ted^ oae tine before ^lB?9ja cipher device which 



Tk 



// he called 






. He described it in a volume entitled xfrhe Scientific 






% 



S Papers of Sir Charles Wheatstone^, published by the Physical Society of London. 
y/ Here is a picture of Wheatstones device/ which is in ay privsts. collection (Fig. 13) . 
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X - 






X 



X 



What Sir CJiarles did was to make the outer circle of letters (for the plain text) 

comprise the 26 letters Of the alphabet^plus one additional character to 

5 

represent "space. ” The inner circle, for cipher equivalents, contained only 
the 26 letters at the alphabet and these ^lcmW be disarranged In a nixed sequence. 

CCt^A 

Two hands, like the hour and minute hands of a clock, were provided, tinder control 

r\ 

of a differential gear mechanism, so that as the long or "minute" hand la advanced 

A 

to make a complete circuit of the letters on the outer circle ^f-lettere^m^the 
faae-of' the cryptograph] the short or "hour*’ hand advances one apace or segment 



on the inner elrcle ,<rf-~l*t&ag X 3 fr -tha~ * A og -e f~4 fe c-^^ In Fig. 13, for 



T 



l 



.Aj Cr^ r /| c 



example, the plain text letter G is represented by the cipher letter A. If 



the long hand is now advanced in a clockwise direction for one revolution, Gp 

f " i (La. Axt&V $ i.ft . uj, .■ Hi A. /u-sytr frj A fr<-. 

*U be resreemted no l«e® by Ac but by *,/ » -clphen^t the lee* heed le ^ 

Xi> ^uxjtatA^^ 

always moved in the same direction (clockwise, for example) and^is placed /over 



vWAi*l- H© "Hvr 

the successive letters of the plain-text message, the cipher equivalents being 



X 3 

V 

4_ 






4 - 



recorded by hand to correspond with the letters to which the short hand polntsgcfc i 
each encipherment. In this way, identical letters of the plain text will be 



& £T 

represented by different and varying letters in the cipher text, depending upon 



£g<r 

how many revolutions of the long hand intervene between the first and subsequent 
appearoacos of the same plain-text letter. . Correspondents must naturally agree 



upon the mixed alphabet used In the Inner circle and the initial positions of the 



two hands at the beginning of the encipherment of a message. In decipherment^ the 



Jro 

ockwise, ^seeking the cipher lett etf£ in the 



operator moves thelang hand^efcwfcwr 
i xaufar circle, and noting' the plain-text letter^.tff-Vhimi the long hand printas. \, ^ 

\ CaI ’ .CcmAA- tAs. . lAft, 

crw tytjn&c* 'A wv^J2 

^fenr the outer circle. R SHF c c. £* W ’ j 

\ _ 

During World War 2, seme time in 1517, the British Army rescusltated 

18 




REF ID : A62839 

f 



Wheatstone’s cryptograph and la garcnred it both mechanically and cryptographically. 
y Here’s a picture of the device (Fig. l*0jla which it sill he seen that there are 

v/ mow nor longer the "minute" end 'yhxcs" hands hot a single hand -with an opening 

* ^JL ' 

" (“ •» 

or window that slnultaneously discloses both the plain text an&^cipher letters, 



1/ 



/ 



4e inner circle of afegaeat<ls Juxtap os ed in a n w i ShteeBaia against the outer 

Ar ^ . g K . \ 



circle of 




.■which are made of a substance upon which letters nay be 



ink^ J 2n this imp r ovement on the original Wheatstone device 
both sequences of letters ere nor nixed sequences. Making the outer circle 
also a nixed sequence added a considerable degree of security to the Cipher. 

When it was proposed that all the Allied amtes use this device fear field crypto* 
communications and its security had been a pprov e d by British, French, and 
American cryptologists (both at <£Q/*PiBf and at Washington) an opportunity to 
agree or disagree with the assessment of these cryptologlsts was gives me while 



...jgfjjj as still at $8* Biverbank. 



Z was ablC to show that the modified 



/ 



Wheatstone cryptograph was still insufficiently secure for nilitary purposes 

X\ 

and the devices, thousands of which had been manufactured and issued, were v 

withdrawn. If you are Interested in the method of solution I used you will find 

it in RLverbank Publication Ho. 20, entitled Several Machin e Ciphers and Methods 

k x S t jgg s 

far their Solution, A better method of solution was devised by ne^s 



f> \ 



S JSsoy years lpfeer, and almost by sheer good fortune, Z learned that a cipher 

Machine was in the nuseua of a small town In Cormeetieuit named 

-tr 

^ Hamden. Z was interested and wrote to the cursor of the museum, requesting 

A 

that he lend the device for a Short period to me as principal cryptanalyst of 
the War Department. Imagine ay astonishment and pleasure when Z unpacked the 

wU)p«^ <£o Jiszcju^t* 

box sent me, and found a device, beautifully made and encased In a fine mahogany 
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V 



■<y 



case, with its inventor's tone, Cecil® Wadsworth, and the date/ 1817* e^raved on 

■i-*" 

the face of the machine, which was nothing but another version of the Wheatstone 

"Jivt-'xJU Ck*>A- ^^ru-gX. /l ta4 /gj 

cryptograph f. Here’s a picture of it (Tig, 15). 4T believe the model was node 




/ 

lay Eli Whitney. Mechanically it mss elailnr to the British modification .except 

' , ' c.» 

that the outer sequence hdd 33 characters, the inner 26, so that the differential 
gear instead of operating on the raids 27 to 26 mss now on the ratio 33 to 26. 



O^cwdL 



thus, Deeiua Wadsworth, [an American Arny CkOnned^our first Chief of Qrdance^ «nd- 



i^: 



'Vwvmc ^ 



an associate of Eli Whitney] had anticipated iSir Charles] Mbastatone by carer €0 



yearn in this invention. Be also anticipated the British bye whole century 

. <\ 

in their modification of When tstoae’s original, because in the Wedsworbfa device , 
there was only one hand end both alphabets ccruld be made mired sequences. TBijs 
is retry clearly shown itt Pig. 16 as regards to taws outer BequancejCfl d Z believe 
the inner cne could also be disarranged but I am now not stare as to this point. 

A , 

i 

1 \ 

X returned the device a good manor years ago and it is now on display in the \ 



Ell Whitney Boom of the Hew Derma Historical Society’s Museum. 



The next device Z bring to your attention is hewn in Fig* 17# a device 



. . t\ 



l\ 



invented by & French Artsy reservist, Coanendcnt Bazaries, who for some 10 years 

tried to get the French Amy to adopt it* -He was mat mn 1 iiiirirrinrw- included 

a description of his device^ which he called hie A "cryptographio eyilw^^se," 

in e book published in 1901 in Paris He had, however, described his device 

in m article entitled "Cryptographe a 20 rcndelle0«*nlpbabets (23 lett^i par fiZ V 

alphabet), ” published in lS9L.^^ Xn this device there Is a central shaft an which 

lg ' fees chjfahres secrets devolles. 

16 Cqgptes JRendus, Marseilles, Vd. XX, pp. 160*169. 
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es& b© Boasted 20 ms&ered disks cm the peripheries of which aye differmtly mixed 
alphabets of 25 loiters each. The disk* psti assembled av-ttBs^baft da sane 

<X~£. y^4w- j2tM-fej>A J^ttOiAur^ e-~. )f&e w ~ JLsc/|Lau-^ c*V^& jL^tewi 

preeanrtoged or key sequence^ The first 20 letters of the plain text of a massage 

z , _ 

are^aligned, as seen la Fig, It &S SOXS JHDECH3^^ABa5 « "X «s iaieci^eraUe ,, ) i ^ 

£L>xJ 5. yKutv^. w,v+o JA^k4^- 



K 



m& m oij her taxi one way select any case of the other 24 Aiaet of letters. > 1 i' 



)wfaich< are recorded. Then the 

>■ js^ a* 



<?-*& A'r^- k*\ f‘<a-<*tt ©=Ml 

U m.sc w „ I 



r *j20 plaintext letters ^^altgoad, «te«\ 
To decipher a message,^ oa* takes the first 20 cipher letters, aligns^ them 

.'V 4 

^4^ |*Ja4v4vM 

on the device, (the disks haring been assembled oa the shaft in accordance with 





the prearranged or key sequence^ end then one turns the whole cylinder, searching 

^ _ _ i4h ' ■'' 

0-*--SL. a-*^L 

for a row of letters which foam Intelligible text* There will be only one such 

A 

row, and the plaintext letters are recorded. Then the haxt 20 letters of cipher 



ere aligned, etc. 



A-G-fl-w'' 



^U l£l53 /Wither French cryptologist, the Marquis de Vierie, showed hew 



>/ message* prepared by means of the Eezeries cylindrical cipher could be Reived. 1 ? 
Maybe that is why Bazeries wasn't too successful in his attempts to get the 
French Amy to adopt his device* But in the U. S. there were apparently none 
who encounterfed either what Basea-ieo o*» de Vi&rio wrote on the subject* Capt. Parker 
Hitt, U. 8* Amy, wise® x have mentioned in a previous lecture, in 1915 invented 
a device based upon the Baxerles principle but not in the fora of disks mounted 



upon a central shaft. Instead of disks. Hit Vo device used sliding strips sad here 

(y^>k)j 

is a picture of his very first model which he presented to ae^. 



\- 



in I 923 



/ 



<f 



or 1924. t? ig» 1&-K But X learned shout his device seme time in 1SQL7 while still 

p-™?? - •- yf 

at Biverbank, nod solved one challenge message put up by Mrs* Hitt, a Riverhenk 

lC*. ctvA.tfe-* ‘,J 'jQU>8jc&. 

guest for a day. . X dldn’t'use anything like what X could or night have learned 



i 

17 %* #r£ de 'chtffrcr et de dachiffrer lea depechea secretes , Paris , igf^ p 100. 
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from de Vlerla^ to accwifliBhiH& t he e e lu S l o g - ( w hioh brou g ht " ft- bow. u f" uhoeclgftv!« 

,tii.i »t‘u> FrtedneBtfrf because at that tine X hadn’t yet cones across the de Viarls 
bode. I solved the me s sagely guessing the key Mrs . Hitt employed to arrange 
her strip alphabets * She wasn't vise to the quirks of inexperienced cryptographic 
clerks; she used RIVERBASK UBORATORI^ as the key, Just as 1 suspected She 
would. The device she brought with her was an Improved model: the alphabets 

were on paper stripe^ glued to strips of wood,.- as seen inFig.19. - . . « 

. — _ . i ? 

Caps* Hitt brought his device to the attention of the then Major Mauborgne 
whom X have also mentioned in a pr evious lecture and who was then on duty in the 



Office of the Chief Signal Officer in Washington. There is some question as to 

whether it was Hitt who brought his device to Mauborgneh attention; Mauborgne 

A 

later told me that he had Independently conceived the invention, and^ more over , 
had made a model using disks instead of strips. X have that model, a present 



^ 

from General Mauborgne many years later, . Xt is made of/brase, very heavy) on 
the peripheries off [the disks af[ which he had engraved the letters of Ms own 
specially-devised alphabets. In 193L9, after ay return to Riverbank from my service 

• ' ^‘V''" v ‘~y a & jt - 

tothoAEF ' Maut0rSne smt 85 letters) of a set of 85 



THQ& messages enciphered by his device and alphabets. He also sent the same data 



tU 



to Major Yar&ley, in G-2. Nobody even solved the messages, even after a good deal 



of work and even after Msuborgne told us that two consecutive words in one of the 
challenge messages were the words "are you," Many years later X found the reason 
for our complete lack of success, when X came across the plain texts of those 
messages in a dusty old file in^the Office of Chief Signal Officer. Here is a 
picture of the beginning*; of the first six messages (Fig. 20). t&ubqrgne, when 
X chided him on the unfairness of his challenge messages, told me that he had not 
pre par ed them himself --he had an tmderiing^Major Fowler was his name, I still 
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v/' reasaber it.'} prepare then. la our struggles to solve the challenge Messages 

had as suned that they would contain the usual sorts of wade found as the i n i tial 
wards of Miliary Messages. It was the complete failure by RiveTbank a nd 0 «2 



‘TV 



to solve the challenge messages that induced Mauborgjfe to go ahead with the 
developoent of hie device. It euladnated in uhat becazae known as Cipher Device^ 

Hype K-9^. Here is a picture of it (Fig. 21) . That device was standardised and 

.-tcui.ft, ' ^ 

used for at least 10 years iin,ttoe An^r «al''HeTy. -C«. 0 ; ; - 

O w Cx^ ( fiawt'=- ^ 

In X9B2, a wartime coaxeagua* the late Capt. John M, Manly (E*Qf ♦ and 

i i 

Head of the Departaent of English at the University of Chicago) brought to ny \ 



9x*^> 



■%*- 



attention a photostat of a holographic Manuscript in the collection of Jefferson 



\ \ 



Papers in the Library of Congress. It consisted of two pages entitled "The , 
Wheel Cypher” end here is a picture of the second page (Fig* 22) showing Jefferson’s 



\ 



basis for calculating the mother of pennxtstlons afforded by the set of 36 wheels 

\ 

of his device. He didn’t fetteapt to .aakacthe MaMpdleaticn; he didn't have 
an electronic digital c caput er— 'for the total nuaber is sstrcnoMcal in size, 
Jefferson anticipated Bazeries by over a century. 14, cti - j c c ^ €- ;< ^ ± <, 




V ' X 
, N 

N 

\ 



// 



Zt soon became apparent to both 



and tJBf Mvy crypt cOLogists that a 



i' 

r 



great increase in cryptosecurity would be obtained if the alphabets of the M -94 
device could be node variable instead being fired* There began efforts la both 



// services to develop a practical Ins trumen t based upon this principle. I won’t 

' 1 

ertSu^ 

. take tine to Show all these deveLojascnts but / ^ti&~ehow- the final font of the dray 

1 

Strip Cipher Device ftype^M-138-A (Fig. 23*)* This fom used an aluminum base 

, - J 

J into which Channels were cut to hold cardboard strips of alphabets ehlch 

&C/ 

i could be slidcHUksily within the channels. Zt nay of interest £6 you to learn that 

r k< 
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after I bad given up in ay at tempts to find a film which would or could make 

' * f _ 

such^ grooved device in quantity^ Mrs. Friedman euccSeded--oa behalf of (her own 

cU«at*jO<? 

group lnj the U. S. Coast Guard. Die aluminum Strip Cipher Device lype K- 138 -A van 

aSc-t ■■ X~ Co *■ -»o , , , , 

med fram^l935 to 1940 or 1942 by the Arny^the?Bavy, (the ’(toast Guard and the 

/V'lWi-iL 

State Depa rt me nt, It was used as a back-up system even after the two^servicee 

as veil as the Department of State began employing el e ctric al cipher machines 

r\ 



of high speed and security. 



Thus far ve have been dealing with cipher devices of the so-called "hand- 
operated M type. Hone of them can really be considered as being "machines," that 



is apparatus employing mechanically-driven members upon which alphabetic sequences 
can be mounted so 



of cipher alphabets are 



i \\ 
v '• 



produced. We came now to^ type^cf apparatus which can be called machine^ «wX 

such ^fluthSisem shown in Fig. 24, It is called the KffiHA, the name of its 

- \ 

German inventor, who unfortunately 0 emitted suicide a few years ago, perhaps \ 

because. ho -fe ri Bbe d - t o mafe a a -su sceea of -- hi s . invent i o n . Die KTyha has a fixed 



semi-circle of letters against which is juxtaposed a rotatable circle of letters. 
Both sequences of letters can be made mixed alphabets (the segments are removable 
and interchangeable an each sequence) . The handle at the right serves to wind a 
Mb. poverty £o m. an™. *e rotate »*r on *loh 



A 



the letters of the inner circle are mounted. In Fig. 25 can be seen something 
of the inner mechanism. Die large wheel at the right has segments which are open 
or closed, depending upon the "setting" or key. Dlls wheel controls the 
angular displacement or "stepping" of the circular rotating platform upon which 



the letters of the cipher sequence are mounted, She initial Juxtaposition of the 
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of the latter or moveable alphabet ag&instthe outer or fixed one as veil a* the 
composition of these alphabets is gcnrerned by sons key or other prearraageaent. , 
She cipher equivalents oust be recorded by hand. After each encipherment, the 

\ 

button you ease In the center of the panel in the preceding Fig* 2k is pushed down* 

k . m+- > -- _ 

« 

/&J ^ v. 

the inner vheel advanced 1, 2, 3, 4 . . . depending on the key, 

and. the next letter is enciphered, etc* The pictures I’ve Shown you apply to the ' 

\ 

latest nodal of the Kryfaa; as regrads the first model, riiicb caae on the narket - 

* jf 

sonetlne In the lSeo’s^a Gesnan Mathematician pr od u ced an iqpreSSive brochure 
Showing hoe jsteny different permutations end eoabinationa the as chine afforded* 
Here’s a picture of a couple of pages of his dissertation (Fig. 26} bub even 
' In those days professional cryptanalysts were not toboiapressed by calculations 
of this sort. With taodera electronic coap ute r s such calculations ; have become 
of even less significance. 

Let US’ now proceed with scbsb store ccrapleae and acre secure Machines. In 
this next slide (Fig. 27) you see a Machine which represents a rather narked 
improvement by a Swedish cryptographic firm upon the ones Shown thus far. Xt 
is aechanico-eiecrtric&l Machine designated as cryptographs B-fili. Here for 
the first tine you see a cryptographic Machine provided with a keyboard similar 

to that on aa ordinary t y pe w r i ter. - Depressing a key on this keyboard causes 

1 . * 11 

a loop to H$it under one of the letters on the indicating bank above the keyboard 
At the top of this Machine can be seen four wheels in front of two rear wheels. 

She four front wheels are the Rotating elements which drive the two rear wheels; 
the latter axe electrical eowsitators that serve as coimection-changera to change 

the circuits between the keys of the keyboard and the leaps of the indicating 

board. There isn’t bine to Show pou the internal works -which control the rotating 
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dements and ciphering wheels (you will fee toes* later) but X oust show you 
. tea next step in tee I m pr w eaeat of mate cryptographic aachines, white a tee It 
J possible to eliadnste tee tedious Job of recording, but band on paperytoe 

results of eoelibenemt or dtelxfeefMtet, tela was done by naans of a printing 
mechanism white was associated with tee cryptographic nachine . Here is a slide 
(Fig. 28) white shove tee cu3saxbly<~the B-211 connected to & IteteagtonytTpewrltexv 

N 

\ 

modified to be actuated by Snpdlses fret* tee oryptogeasblt machine. Of course. 

It use natural that/ tee nest step would be to sake tee recording aecbaniaa 



an Integral part at tee cryptographic 



. tele yon tea see in tee next Aide 



(Fig* 30), In white tee four rotating members r eferre d to In connection vite 



Fig. 27 and white control the two ccmsntbatars also Mentioned In earmectlan 



It tt It 



with 



ere clearly seen, tee slidebar mechanism at tee right, controls 



•> « T »* **■ 11 1 l| 

7 *^“ - *■ v __ -* 

r — - Li — 



the displacements of tee printing wheel in front of. 



causes tee p ro pe r letter to be printed upon tee moving paper tape seen at tee 



front of tee astern** 



Kov we acne to tee naa&aad a wary important development, one first 

ui&o 

conceived by a European Inventor, -flar was followed Soon thereafter^ but 

viy 

independently by an American inventor. In this advance tee circuits between tee 
keys of tee keyboerd and tee leaps of tee Indicating board are varied by eleatrtcaI A , 
^ rotatd s g Members ealled ^tatorsy in Europe tee first of stub machines put upon 
tee Market for purchase by anyone desiring cate is shown in tee next slide (pig. 31). 

I 

r 

1 

She Ma c hine war appro p riately named the EKtGWA— for solution of Messages enciphered 



by Its r*eana was believed to be Impossible, or nearly so* 



*rTh _ i'o . . fi . .y • p-IA n __ ■ op. 



. . ^ O ■ O. K C ‘ ^ * 11 O ») >v ‘ I tf ' J . J 



lc s Vsa “ w - a ^» 
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" r * 1 

Ja Fig, 1 at the left (labeled I) is sees the wtchine with the top cover plate 
closed. At the front la the keyboard; above it the indicator board, consisting of 
lamps underneath glass disks upon which letters have bean Inscribed* Above the indicator 
board and to the loft are seen the peirjberies of four metal notched wheels, at the 
left a switch button which can be set to "encipher", "decipher" or "neutal" positions. 

At the right in Fig* 1 (labeled XI), the top cover plate has been removed, exposing 
the internal ciphering mechanism. Three rotors or connection changers "In cas c ad e " 
can be seen attached to notched-rings. The rotors amr-wnftaihfihle < mud serve to change 
the circuits between the keys of the keyboard to the lamps of the indicator board* 

In such a rotor there la a circle of 2 6 equally- spaced contacts on the left foch, and 

a similar circle of contacts on the fight face; wires passing through to rotor connect 

- 

the contacts on the two faces, two by two, and these connections are arbitrarily made* 

The rotors have engraved or painted on their peripheries the 2 6 letters of the 

i 

alphabet , which letters can be seen through small windows in the cover plate, so that 

the rotors can be aligned to the initial key setting* At the left of the first rotor 

a * sth'fcor 

is 4 ( statpr, on the periphery of which are also 26 letters of the alphabet. This ^s tart e r 

i ' 

also has a circle of 26 equallyfaspaced contacts, bat/ these are Only on its right face 
and the contacts are connected by vires to 26 double-pole, doable-throw switches 

i 

operated by and associated with the 26 keys/ of the keyboard. The connections 

^ -sVot at . 

between the 26 contacts on the starter and the 26 switches of the keyboard are fixed. 

Sot the j * tar t er is rotatable and Its position at any time can also be seen through a 
window, labeled 3 la Fig. 1 (I), so that the Initial setting of the^etertor end the 
three rotors can be seen through the four windows* The initial settings of these 

t 

four elements constitute the key vfor the starting point in ciphering operations* 

X used the expression "in cascade" a moment ago, in referring to the fcotors, which - 
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simply means that the current initiated by depressing a hey of the keyboard passes 
through the stator end than through all three rotors before reaching a lamp of the 
indicator board. In the ENIGMA., when the current exits from the third, that Is, the 

i \ 

into another stator also haring a circle of 



of* 



*1 « 1*1 



last rotor at the right y 
26 contacts, but these are only its left face. This stator d Biflxed^ gar ncn-rotatable , 

9- 

and its contacts are consected > tvo by tvo^by 13 Internal vires. Sals stator. 



11 



^ called a reflector / serves to to turn the eanrent, which exits from one of the 2 6 

contacts on the right face of the third rotor, back into on&of the ^contacts to 

a/ 

the right face of that rotor, theme back through ^contact on the left face of that 

'tfU***. K/urv-^L 

rotor into a contact on the right face of the second or middle o a ae-ef ^ th a roto^^etes , 

Mjl I 

/ to a contact to the right face of that left-hand stator. Thecircuitry in this machine 
Insures that If tor example, then KgeAg, la the same position of the rotors, 

that is, the cipher process is reciprocal in nature. The circuitry can be^ seen in 



/ 



Q&s 

Fig. 32. It also has^a consequence that ho letter can encipher itself, that Is, Ap, 
for example^ can never he represented by Aq, no matter what position of the three 
rotato and the left-hand stator happens to be. The same la true of all the other 25 
letters of the alphabet. The three rotors core interchangeable, so that 3x2x1 or six 

\ 

permutatlve arrangements of these rotors is the maximttB possible, since in this construction 
the rotors cannot be inserted in an "upside-down" position. In other types of such 
machines the rotors are made so that they can be inserted in either a "right side-^p" 

AM. OjJ 

ocr ^"upside-down" position. This makes possible a maximum of 6x4x2 or 48 permutations 



\/ of the three 



rotors. Of course. 



more than three rotors too 



available ^from which a selection of three can be madeythe possibilities increase very 

, -s 

considerably. The stator at the left can be moved only by band; the reflector 
right is fixed In this model of the ENIGMA. Depressing a key of the keyboard 



causes the first rotor to advance one step, thus ig*«g the 

- i&- 
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circuit tr on the left-hand stator, thenee through the rotors to the reflector, thence 
hack through the rotors to the left-hand stator thus ceasing a second depression 

of the sane key to produce a different equivalent. X won't take the tine to tell 

cJLv**t*>kr 1 7 / POO 

you about how the rotors are caused to advance so that ovor -lT 1 thous a nd - tetters can 



he enciphered before the window settings of stator and rotors return to their initial 
alignment. jSjjfae total number is not in this case 263 or 17576 but 16,900 (26x25x26) 
for technical reasons which there Isn't tine to explain Bower for the electrical 
circuits is provided by small dry cells in the box at the upper right In Fig. 31 (Xl). 

She original ENIGMA enjoyed a fair degree of success in sales but it was by no 
means spectacular. When Hitler came into power, farther sales were prohibited. 

Suffice It to say that it became the basis for machines used by the German Armed 



Forces in World War XI. 



u*. fijkrxi 



AllnftS 






<& 6 



<* 

I 

1 

s 



In the U, s.^a California inventor names/ Hebetrn indepen£ly conceived a machine | 

U$ IJW BtMitjd 

which he called an "electric code" . It win similar to the ENIGMA but with seme important 



differences:' the cipher alphabets produced by it ware not reciprocal and, moreover, a 

i 

u < j 

plain- text letter could represent itself in the cipher text. Bebera managed to avoid these 
two weaknesses by incorporating a switch plate which could be set one way for 
enciphering and deciphering anoth e r way. On the other hand, not as is the case of the 



ft. 



ENIGMA, the electrical currents made only one traverse through the rotary rather than 
o-* •-* fMttrHA >w ffv%JL ^ 

tw©^ J£ encipherment the current «»^-^F«ti?S^tbrough the rotorsand In 

decipherment in the reverse direction. Hare is a slide (Fig. 33) which shows Hebem's 

A. A 

very first model, which he constructed for cosanstlcations of the Ed KLux Elan. You 

1 " s 

win note that this model has but one rotor j also, the cipher machine is connected to 
an electric typewriter so that hand recording of results; was no longer necessary. One 

r 

additional virtue of tbs Hebem mum™* was that the wiring^ in the rotor were variable, 

i / 

i 

' I 

i 

a feature not Incorporated in the ENIGMA rotors. Bebero Interested our Navy in his 
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large machine requiring considerable amounts of electric power and tenet unsuited, for 






jf 



X 



u se by email units in field operations. Xn the late 1930*8 the Army ’became interested 






-% 

A 

O 

2r 

bf 

5 



in a small mechanical machine invented by a Swedish engineer named Bageiia. 

y 

Modifications desired by Army were incorporated In the machine/vhich vas called 






/■ 



Converter M-209 and over 100,000 of them vere manufactured in the years 1942-1944 by 






the Smith-Corona Typewriter Co. at Graton, HawXork. Sere's a slide (Fig. 36) Showing 



| 

*3 






/ 



Converted M-209, which was used by all ottr Armed Forces in World War XS, and here 

.. S 

. , / 

is another (Fig. 3?). When properly used it gave a high degree of security; when 



y 



X- 



p improperly used, as vas often the case, its security was rather illusory. This machine 



S 




s 



s 



operates on what M termed the key-generator principle end when two or more messages are 



pj» encipbere^by the same key stream or portions there of, solution is relatively a simple 

^ X" 

L ^ ^ 



X 

but I cannot go into that now. 



printing telegraph or teleprinter^ 



^5 

‘Jaf? With the A - ' “ ’ 

"X .X coBunvmications the need became pressing for a reliable and practical cryptographic 

f -J i - a!.' 1 

f mechanism to be associated or integrated with ^t te tolsjgfe atey. The first ap^euratus ' 

i , 

® |v of tills sort in the U. s., shown in this 'slide (Fig* 38), was that developed by the 

fQ J jj ^ — 

' I | American end Telephone Co., in 1918, aa a more or less simple but ingenious modification 
of Its ordinary printing telegraph. First, a few explanatory words about a a ttar 

^ ^ fr vs~|>20'^/V’ 

-Cy< may be useful. IV iu bim ei l upca what Is called the "Baudot Code", that la .a system 
| ^ "tw^o nu ofi -jyuje* -uas 



£ 




^ | in which 





JX 




to represent characters of the 



alphabet . ) These two elements .may be pos: 



& J 1baua^' (ur&xi l&X V* ?£&&&, efi. 



A*** 

* 3E/^» 




negative currents of electricity, or 



fc 5 



euO 'yajsuv. 
A 



V> 






)) which de-Diets the 4. « ? f, 



Bare is a slide '(Fig. 39) which depicts the -*y 



"*v«i CU 

the presence and absence of &trrent^ Here is a slide (Fig. 

Baudot or 5-unit code in the form of a paper tape in which there are holes in certain 
positions transversely to the length of the tape. The holes are produced by a 
perforating mechanism; the small holes running the length of the tape are "feed-holes” 



by means of which the tape is advanced step by step. You will note that there are 



REF ID:A62839 






five -levels on which the^ holes a nd spaces o r & t aa i » appear, the letter A, for example, 

(TV / 

la represented byet-hoia dn the 1st and 2nd levelej the 3rd, r 4th and 5th levels 

O^A'i^^JSA.J 2jnMfio i ^fcc 



; the letter I. by holes in positions 2 and 3, 

Z' * . * 



Toward the right-hand 



'0&&. K. ~U& 3*- |te>n — Ma. 

end of the tape are- two permutations labeled "letters” and "figures", respectively. 1 



far**/* ^3JUv 

ictively. 



These are equivalent to the "shift" and "unshift" keys on a typewriter keyboarder 
"lower" and "upper" case. When the "letters" hey Is depressed, the characters 



&&A+* 4* /u-jy^acsv^ fa~Cm$kk. 
Sfe^dfcr AA&Asdk 3 uJ2«l 

5a^L. ^ 

-j^-G-vv* J&JL /u^bhi Aa-^,4^ 





